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1
Decision/action requested

It is proposed that this KI is added to the study in TR.33.846
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G System
3
Rationale

One of the three objectives in the approved SID "Study on authentication enhancements in 5GS" (FS_AUTH_ENH) is to study:

"How to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked."

The SID also lists TR 33.846 [1] as expected output from the study.

To enable SA3 to study and deliver on the agreed expected output, this pCR introduces a key issue corresponding to the objective above. Concretely, a key issue for studying how to enhance the subscriber authentication protocol so that it provides the Perfect Forward Secrecy (PFS) property for established session keys is proposed.
Note that PFS is a property of a protocol, not a single specific protocol or solution. 

4
Detailed proposal

*******1st CHANGE***********
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*******NEXT CHANGE***********
5.1.X
Key Issue #X: Existing authentication procedure lacking PFS property 
5.1.X.1
Key issue details

The scope of the study has the following objective: How to enhance the authentication process to ensure the security of session anchor keys in case the long-term key is leaked.  

The long-term key is currently the only basis of all security between the UE and the network, for instance from authentication to confidentiality of the user traffic. The long-term key is used in the authentication process between the UE and network. As a result of a successful authentication, home network session anchor key KAUSF is derived from the long-term key. KAUSF is used to derive KSEAF, which is given to the serving network and from which all further serving network keys are derived according to the key hierarchy of the 5G system. The key issue under study here are solutions that reduce risks to the home network session anchor key KAUSF and serving network anchor key KSEAF, in the unlikely but catastrophic event of long-term key compromise.
However unlikely that the long-term key is acquired by an attacker, the impact might be that all encrypted traffic under that key (and its derived sub keys) is compromised. This is a risk in all systems based on a shared secret. It should be noted that the topic was also studied in TR 33.899 [X1], KI#2.2. However, there was no conclusion in the TR for the topic, and no solutions were taken to the normative specifications at that point in time.
It can be noted that an attacker needs not only the long term key, but also other parameters used to derive the session keys. Whether it is likely that an attacker is able to obtain these parameters is to be studied.   

A number of possible reasons for long-term key leakage are listed in the Study on Long Term Key Update Procedures, TR 33.834, [XX], together with possible solutions for how to update the long-term key. The work in TR 33.834 is continuing as a 900-series TR 33.935, [YY] called “Detailed long term key update solutions”.

However, even if a solution is in place for LTKUP, there is still a chance for an attacker to record traffic and decrypt it later, in case the long-term key is acquired by an attacker. This is illustrated in Figure 5.1.X-1. 
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Figure 5.1.X-1 The effects of a long-term key being acquired by an attacker and the benefits of LTKUP 

As already mentioned, all systems based on a shared secret, suffer the risk of the long-term secret being exposed. Because of this risk, techniques to establish a session secret in a way that these risks are minimized has been around for decades. Key management solutions having the property that past session keys will not be compromised even if the long-term key is compromised typically called to provide perfect forward secrecy. 

PFS as a property of a key management system is used more and more in modern security systems and protocols, e.g. those developed by the IETF like TLS 1.3 [ZZ]. From security point of view, lack of PFS property should be justified rather than the need of PFS property.   

The 3GPP authentication protocols, do not possess the PFS property. This key issue proposes to enhance the current protocols for primary authentication by adding the PFS property. This will improve the security for all sessions prior to the long-term key update. 
Hence, the addition of PFS property does not reduce the need for the long-term key update capability. On the contrary, both mechanisms are needed and are pillars in a contemporary key management systems. 
Note that PFS is a property and not a technical solution or a specific protocol. 
The addition of PFS property to the authentication protocol will at least protect against a passive attacker with access to the long-term key, as illustrated in Figure 5.1.X-2. Depending on the chosen solution, it might also protect against an active attacker. Prevention against an active attacker normally require mutual authentication with a key separate from the long-term key, for example using certificates. 
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Figure 5.1.X-2 The effects of the long-term key being acquired by an attacker if PFS and LTKUP are implemented, assuming a passive attacker

5.1.X.2
Security threats

If and attacker acquires the long-term subscriber key, past, present and future session anchor keys (KAUSF and KSEAF) may be compromised thereby compromising past communication between the UE and the network, respectively. 
Concretely, attackers may record encrypted data and key-derivation parameters transmitted over the 3GPP air-interface. If an attacker later acquires the long-term key, the attacker will be able to derive past session keys and decrypt the recorded data.
5.1.X.3
Potential security requirements
The system shall support mechanisms to mitigate the impacts to past session anchor keys (KAUSF and KSEAF) if the long-term subscriber key is acquired by an attacker.  

NOTE:
Key management solutions having the property that past session keys will not be compromised even if the long-term key is compromised typically called to provide Perferct Forward Secrecy (PFS) [AA], [BB].
*******END OF CHANGES***********
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